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Presentation Outline  

–  Illustrate various flavors of “False Alarm” problem facing 
Department of Threat Reduction Agency (DTRA) chemical 
detection applications  

 
–  Coupling estimation with testing.  Quickly highlight 

proportion estimation.   
 
–  Discuss our thoughts on future directions 

–  Goal: Estimate environment specific effects and “fuse” 
information (through multiple testing) while maintaining 
high power and an “Operationally Acceptable” type I error 
(more “liberal” multiple testing required)   
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Some Cartoon Sketches 
of the Problem(s)  

 
NOTE:  

Throughout Every “Sensor Alarm” 
Registered Does NOT Correspond 

to a Harmful Chemical Threat / 
Attack.        It is a False Alarm. 
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Case I (Identical Point Sensors “Behaving”) 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!
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Case I (Identical Point Sensors “Behaving”) 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!
Y!N!

Y!N!

Y!N!

Y!N!

Y!N!

Y!N!

Y!N!

Sensors Independent and 
Identically Distributed 

(i.i.d.)!
!
!

Recall the “Y” and “N” 
Bars Denote the Probability 

of an Alarm!
!

Extension to Multiple 
Categorical Threats 

Possible!
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Case II (Identical Point Sensors BUT….) 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!
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Case II vs Case I 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

In Both Cases, No True Signal 
[All False Alarms]!

!
BUT in Case I Effective False 

Alarm Rate was Uniform 
Across Sensors!
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Case II vs Case I 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

In Both Cases, No True Signal 
[All False Alarms]!

!
BUT in Case II Effective False 
Alarm Rate was NOT Uniform 

Across Sensors!

Higher False 
Alarm Rate 

Due to Spatial 
Location in 

Environment!
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Case II (Identical Point Sensors BUT…. False 
Alarm Rate Affected by Environment) 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!



Unclassified Numerica - 10 

Case II (Identical Point Sensors BUT…. False 
Alarm Rate Affected by Environment) 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!
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Case II (Identical Point Sensors BUT….) 

 
 

Sensor 1!

Sensor 3!
Sensor 4!

x!
y! False Alarm 

Rate Affected 
by Location in 
Environment!

Sensor 2!

Sensor 5!

Sensor 6!

Sensor 7!

Y!N!

Y!N!
Y!N!

Y!N!

Y!N!

Y!N!

Y!N!

Bars Denote Effective Rates (Manufacturer States 
All Sensors Have Same Sensitivity and Specificity)!



Unclassified Numerica - 12 

Make Better Use of Existing Resources 

 
1.  Frequent Positives (False Alarms) May Causes Operators 

to Ignore Sensor Warnings. 
2.  The Algorithms We Propose Aim at Respecting the 

Features Specific to a Sensor Configuration in a Real 
Operating Environment (Face Complications Outside of a Controlled Lab 

Testing Situation). 
3.  We Stress that the Algorithms Utilize Field Data and 

Attempt to Continually Calibrate and Monitor Sensors at 
Individual and Network Levels  (Both Accuracy and Uncertainty) 

4.  Focus on Collection of Different Sensors Under Various 
Conditions 
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A More Realistic Sensor Layout 

Sensors!
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A More Realistic Sensor Layout 

Truck!
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A More Realistic Sensor Layout 
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A More Realistic Sensor Layout 
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A More Realistic Sensor Layout 
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A More Realistic Sensor Layout 
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Complications We Face And Should 
Address to Mitigate/Reduce False Alarms 

1.  Nominal Rates of Manufacturer Likely “Imperfect” 
 Proportion Estimation 

 
2.  A Variety of Sensor Types Deployed (Blessing and a Curse)                                       

 Heterogeneous Sensor Network 
 
3.  Fusion of Multiple Sensor Readings                                

 Multiple Hypothesis Testing 
 
4.  Sensor Network Posses Complex Spatial and Temporal 
Dependencies (Application Specific) 

 
5.  Environment Conditions Change with Time 
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“On the Fly” Calibration of Sensors 

 
Nominal vs. Actual Sensor Performance in Field 
 

  Setup Notation and Quickly Go Through 
Estimation Problem in Binary Signal Context 
(Many of Our Sensors Are Categorical But Problem Easiest to 
Describe in Binary Setting). 

 

   Output of Calibration Fed To Multiple 
Hypothesis Testing or “Fusion” Algorithms 
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Measurement Error Notation  

Truth 
(X)!

Sensor Measurement 
(W)!

1!

0!

1! 0!

Sensitivity!

Specificity!
Type I Error / 

False Positive!

Type II Error / 
False Negative!

The “Worst Sin”!What You See is 
What You Get!

A Burden We Carry if 
We Donʼt “Sin” Often!

What You See is 
What You Get!
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Binary Sensor Signals  

Truth 
(X)!

Sensor Measurement 
(W)!

1!

0!

1! 0!

Sensitivity!

Specificity!
Type I Error / 

False Positive!

Type II Error / 
False Negative!
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Binary Sensor Signals 

Truth 
(X)!

Sensor Measurement 
(W)!

1!

0!

1! 0!

Sensitivity!

Specificity!
Type I Error / 

False Positive!

Type II Error / 
False Negative!

It is a Difficult Task to Design A Sensor with Accurate 
Specificity.  Our Aim: “Tune” Using Network Information!
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Binary Sensors Signals 

Truth 
(X)!

Sensor 
Measurement (W)!

1!

0!

1! 0!

Sensitivity!

Specificity!
False 

Positive!

False 
Negative!

Our Focus: Estimate (and Assess 
Performance/Uncertainty) Using Both “Bad” 

and Good Sensor Readings!
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Misclassification / Errors in Variables 
 

Complications Arise When Sensitivity and Specificity are Not 
Precisely Known.  We Will Utilize Specificity Estimates:   
 
Specificity for “Point” (e.g., Ion Mobility Sensor) and “Stand-
Off” Sensors (Video Imaging) Vary and Depend on 
Environment   
 
We Usually Assume Manufacturers Estimate of 
Sensitivity,           , is “Within Spec” but Still Utilize Uncertainty 
(if provided)   



Unclassified Numerica - 26 

Misclassification / Errors in Variables 

1) Collect Streams of 1’s and 0’s for Length “N” Coming From 
Usual Sensor (Select “N” via Edgeworth Expansions) 

 
2) Still Practice Standard Safety Procedure for Alarm (i.e. 

Verify No Threat Condition; i.e., Check “Control Case”). 
 
3) Estimate          Using “Internal” or “External Data” 
 
4) Utilize Training Data to Generate Collection of Prevalence 

Estimates 
 
5) Form Various Test Statistics (Using Different Proxies of SE, 

Specificity, and Sensitivity) of the Form   
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Misclassification / Errors in Variables 

5) Form Various Test Statistics (Using Different Proxies of SE, 
Specificity, and Sensitivity) of the Form  

 
   !

Analytic Results/Approximations in Measurement Error 
Methods Useful.!

!
!
!

Test Stat Provides “Metric” Which Can Be Used to 
Quantitatively Compare Different Sensors Under “Null”!

(Facilitates Fusion of Different Sensor Types)!
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Misclassification / Errors in Variables 

Naïve Estimates Known to Be Biased in Independent and 
Identically Distributed (i.i.d.) Setting, e.g.  

 
 
If Sensitivity and Specificity Known Precisely, Unbiased 
Estimators and Hypothesis Tests Can Be Constructed. 

Point Estimate!
Large Sample 

”Uncertainty” of 
Estimate!
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Misclassification / Errors in Variables 

     For Usual Data (Non-Threat) We Know X=0, and for 
Population of Binary Responses 

 
     Utilize Usual Data to Construct Point Estimates and 

“Diagnostic” Hypothesis Tests   

Ratio of Two Inherently 
Noisy Quantities. !
!
Unambiguous “Metrics”  
Need to Account for this 
Uncertainty!



Unclassified Numerica - 30 

Different Unbiased Proxies of SE 

“Wald-Delta” ! Fieller CI !
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Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

x!
y!

Normalize to Make Binary Output Statistics 
Comparable (Back to Case I)!

Making Case II Comparable to Case I 
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Making Case II Comparable to Case I 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

x!
y!

Tear Down This Wall!  !

False Alarm Rate 
Estimated and Used To 
Generate “Normalized” 
Test Statistics at Each 

Sensor.!
!

 Important to Keep Spatial 
Sensor Location Info 

Though…!
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Test Statistic Distributions In Simulation 
(True Rates Known But Only Nominal Provided to Estimators) 

 
Test Stat Using 
Nominal False 
Alarm Rate  

   
 

5 4 3 2 1 0 1 2 3 4 5
0

0.1

0.2

0.3

0.4

0.5
Samp Mean = 0.064948;  Samp Std =1.0187;  %|T| > 1.96 = 0.0586

 

 

Test Stat
N(0,1)

5 4 3 2 1 0 1 2 3 4 5
0

0.1

0.2

0.3

0.4

0.5
Samp Mean = 0.10006;  Samp Std =1.1371;  %|T| > 1.96 = 0.087

 

 

Test Stat
N(0,1)

6 5 4 3 2 1 0 1 2 3 4 5 6 7 8
0

0.1

0.2

0.3

0.4

0.5

Samp Mean =3.7131;  Samp Std =0.72902;  %|T| > 1.96 = 0.9848

 

 

Test Stat
N(0,1)

Estimated Model With Uncertainty is Fairly Close 
to Large Sample              Limit.  However Finite 

Sampling Effects Still Detectable 

 
Test Stat Using “Field 
Estimate” False Alarm 
Rate and SE Est. 1  

   
 

 
Test Stat Using “Field 
Estimate” False Alarm 
Rate and SE Est. 2  

   
 

“Wald-Delta”! Fieller!Naive!



Unclassified Numerica - 34 

Towards Multiple Testing (Fusion)  

Calibrate at Each Sensor.  Useful to Plot  
As Function of Location for Each Sensor (Identify Potential 
Environment Queues Causing False Alarms) 
 
 
Aim at Achieving an i.i.d.                Test Statistic Distribution 
At Single Sensor Level.  If Achieved, We Can Do 
Simultaneous Inference and More Readily  Control the Error 
Rate, e.g. via Family Wise Error Rate [FWER] or False 
Discovery Rate [FDR] Methods 
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Recall the Standard Example  

 
 

Sensor 1!

Sensor 8!

Sensor 3!
Sensor 4!

Sensor 10!

Sensor 9!

Sensor 
11!

Sensor 2!

Sensor 5!

Sensor 6!

Sensor 7!

In Simple i.i.d. Case with (Uniform False Positive Rate)!



Unclassified Numerica - 36 

Multiple Testing Approaches to Problem  

 
 
FWER Methods Address This But Are Not Designed To 
Control Our Lethal “Sin” (Type II Errors).  Said Differently: 
“They Donʼt Scale Well”.  Though Defining “Large” is 

Nontrivial in Presence of Dependence  !

FDR Methods Commit Fewer Sins At Cost of Higher 
Type I Error Rate (Compared to FWER…BUT perhaps too liberal?)!

We Feel FDR Shows Great Promise When Combined 
With Queues in Large Scale Surveillance 

Applications…BUT we need to test with field data.                           !
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We Are Now in the Data Deluge….   

 
 

FDR Shows Great Promise When Combined With 
Queues (e.g., a Truck Passing) in Surveillance Applications.                           !

But It May Not Make “Best” Use of Data                      
(Depends Heavily on Optimality Criterion)  !



Unclassified 

Stand-off Sensors   

We Illustrated Binary Sensor 
Calibration With “Point Sensors”!

But  Methods Also Applicable to 
“Stand-off Sensors” !

Accurately Estimating Sensitivity in Environment 
Specific Context is Even More Important With These 

Sensor Types…… AND!



Unclassified 

Stand-off Sensors   

We Illustrated Binary Sensor 
Calibration With “Point Sensors”!

But  Methods Also Applicable to 
“Stand-off Sensors” !

Accurately Estimating Sensitivity in Environment 
Specific Context is Even More Important With These 

Sensor Types…… AND!
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Mixed Sensor Types 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

x!
y!

“Stand Off Sensor”:  Prone 
to Many False Alarms !
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Mixed Sensor Types 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

x!
y!

“Stand Off Sensor”:  Prone 
to Many False Alarms !
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Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

x!
y!

Fuse Sensors of Different Quality and Exploit 
Overlapping Coverage!

Overlapping Coverage Regions 
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Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

Z �
1 =(Z1 + S)/

√
2

Z �
2 =(Z2 + S)/

√
2

Z �
3 =Z3

Z �
4 =Z4

Z �
5 =Z5

Z �
6 =Z6

Z �
7 =Z7

Fuse Sensors of Different Quality and Exploit 
Overlapping Coverage!

Mixed Sensor Types 
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Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

Z �
1 =(Z1 + S)/

√
2

Z �
2 =(Z2 + S)/

√
2

Z �
3 =Z3

Z �
4 =Z4

Z �
5 =Z5

Z �
6 =Z6

Z �
7 =Z7

Fuse Sensors of Different Quality and Exploit 
Overlapping Coverage!

Mixed Sensor Types 
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Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

Z �
1 =(Z1 + S)/

√
2

Z �
2 =(Z2 + S)/

√
2

Z �
3 =Z3

Z �
4 =Z4

Z �
5 =Z5

Z �
6 =Z6

Z �
7 =Z7

Mixed Sensor Types 

“Signal Amplification” or !
“Enrichment”!
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Mixed Sensor Types 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

Multiple Comparisons with N(0,1) 
Distribution… but Independence Lost !

Z �
1 =(Z1 + S)/

√
2

Z �
2 =(Z2 + S)/

√
2

Z �
3 =Z3

Z �
4 =Z4

Z �
5 =Z5

Z �
6 =Z6

Z �
7 =Z7

“Signal Amplification” or !
“Enrichment”!
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“Large” vs. “Small” Scale Inference 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!
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“Large” vs. “Small” Scale Inference 

Fielded “Stand-off” sensors scan quickly over time & space.   
Is it better to use a fine grid and count every unique spatial 

observation as a single observation and coarsely deal with 
dependence (e.g. root mean square correlation)? 

 
 
OR 
Is it better to only count “Stand-off” measurement overlapping 

with other sensors and lump everything other Stand-off into 
one coarse category (“small scale” inference and real-time 
resampling methods more accurately modeling correlation) 
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“Large” Scale Inference 

 
 

Sensor 1!

Sensor 3!
Sensor 4!

Sensor 2!

Sensor n!
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“Small” Scale Inference 

 
 

Sensor 1!

Sensor 3!
Sensor 4!

Sensor 2!

Sensor n!
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Conditioning on Events (or “Queues”)  

Empirical Bayes approach to “conditioning on events” (or observable 
covariates) is attractive in several “fusion” applications. 

 
 
 
 
 
However, other P-value weighting (e.g., “enriched” signals should be 

allowed “more say” ) schemes may assist 

 
 
Bottom Line:  We want a Systematic Method for tuning sensor networks 

with minimal “knobs” but need to retain power in realistic scenarios 
where environment is not stationary (infrequent regime shifts). 
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Summary Points  

–  Sensors Lie.  Deal With It (Unrealistic to Assume They Won’t “Lie”). 

–  We Do Not Have the Luxury of Observing “Cases”.  Statistics of 
(Hopefully) Rare Events Unknown (Severely Complicates ROC and 
Methods Using Priors or Odds). 

–  By Training Different Categorical Sensors (Varying in Type and/or 
Quality). We Can Assist in Making Sensors Statistics Comparable. 

–  The Above Shows Promise in Heterogeneous Sensor Fusion (Queues 
and A Priori Known Spatial Information Can Assist This Task). 

–  Discussed Practical Complications Associated With Correlation and 
Conditioning BUT We Are Exploring Several Options.  Opinions from 
Different “Sects” of the Statistics Community VERY Welcome! 
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Presentation Outline  

Backup Slides 
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Should We Be More Ambitious About 
Known Spatial Information? 

Form Clusters with the Hope of  Increasing Power 
(Improve Signal to Noise Ratio of Test Stat).  A Type of 

“Dimension Reduction” But Several Practical 
Questions Remain…!
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Test Statistic Distributions In Simulation 
(True Rates Known But Only Nominal Rates Provided to Algs) 

Kolmogorov Smirnov Test for Assuming Normal Distribution 
 
 
 
 
 

   
  

Estimated Model With Uncertainty is Fairly Close to Large 
Sample Limit.  However Finite Sampling Effects Still 
Detectable with Large Enough MC Sample Size                  
(Test Stat Distribution Not Exactly Normal for Fixed Sample Size of 1’s and 0’s) 

4 5 6 7 8 9 10 11
80

70

60

50

40

30

20

10

0

ln
(p
va
l)

ln(N)

Wald!
Fieller!

Typical Critical 
Value!
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Mixed Sensor Types 

 
 

Sensor 1!

Sensor 2!

Sensor 3!
Sensor 4!

Sensor 5!

Sensor 6!

Sensor 7!

“S” is Highly Simplified Here !

Z �
1 =(Z1 + S)/

√
2

Z �
2 =(Z2 + S)/

√
2

Z �
3 =Z3

Z �
4 =Z4

Z �
5 =Z5

Z �
6 =Z6

Z �
7 =Z7


